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Abstract: This study aimed to investigate the level of students' awareness of cybersecurity and cyber security education
in Nigerian Polytechnics. The survey objective was to assess the extent to which students in this developing country are
adequately educated about cyber security, aware of cyberattacks, and knowledgeable in mitigating these attacks.
Additionally, the study sought to determine if there is an inclusion of cybersecurity awareness and education programs
within the Polytechnic curriculum. Initial findings revealed that while students claimed to possess basic knowledge of
cybersecurity, they lacked sufficient understanding of data protection methods. Moreover, it was observed that most
Polytechnics lacked an active cybersecurity awareness program to enhance students’ knowledge of safeguarding
themselves against cyber threats. The surveyed students expressed a desire for increased awareness and further education

in the field of cybersecurity.
Keywords: (Cyber, security, awareness, education, threat).

Introduction

Cybersecurity refers to a collection of principles and
methods that are implemented to protect one's computing
resources and online information from potential threats.
The primary objective of cybersecurity is to decrease the
likelihood of cyber-attacks and prevent unauthorized
exploitation of network, technological, and system
resources. According to Dunn-Cavelty (2019),
cybersecurity encompasses "the insecurity created through
the use of cyberspace and the technical and non-technical
aspects of making it more secure." This assertion shows
that cybersecurity is not solely a "technical" concern,
typically classified within computer science, cryptography,
or information technology. Numerous studies have
investigated cybersecurity issues in recent years, including
Vacca (2018) and McLean (2018). Currently, over 61% of
entire industry transactions take place online; thus, the
sector requires high-quality security measures to facilitate
secure and direct transactions.

Related Reviews

Cybersecurity is concerned with the vulnerability created
by and through this emerging space, as well as the practices
or procedures to enhance its security (Kumar, & Somani,
2018). Therefore, cybersecurity has become a prominent
issue. Modern technologies such as cloud services, mobile
devices, E-commerce, internet banking, and various others
necessitate stringent security measures. These transactions
involve sensitive and crucial user information, highlighting
the need for adequate security measures. Enhancing

cybersecurity and protecting sensitive data and
infrastructures are of utmost importance and a top priority
for every country (Panchanatham, 2019).

According to FraudWatch International (2018), cyber
security awareness refers to the level of knowledge end-
users possess about cyber security threats, the risks they
may introduce, and the best practices to mitigate them.

Increasing awareness can reduce the occurrence of cyber-
attacks. As McDaniel (2018) contends, cybersecurity
awareness programs should include essential elements
such as security policies and rules designed to achieve
desired outcomes. Katz (2020) explains that university
systems are continuously prone to attacks due to the
accessibility of information and the vast amount of power
worth connecting. Moreover, Knapp, Marshall, Rainer, and
Ford (2019) suggest that there is a direct relationship
between preventive measures and information security
awareness, which can enhance security performance.

Cybersecurity education aims to provide knowledge and
awareness to technology users regarding the potential risks
associated with internet communication tools. These tools
include social media, chat platforms, online gaming, email,
and instant messaging. In the United Kingdom (UK), there
is a proposal to incorporate Information and
Communications Technology as a fundamental skill in
early education curricula (Education and Training
Foundation, 2019). Additionally, efforts are being made to
educate children on online safety (Sutton, 2011) and the
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ability to identify fake news (Cockburn, 2019). ICT use is
now intertwined with Internet use. It then follows that
anyone using the Internet, whatever their age, also needs to
know how to secure their devices because forewarned is
forearmed (Renaud et al., 2016). Safety and security are
semantically different concepts (Waldron, 2016) requiring
different kinds of knowledge and skill sets. Smartphone
users, of all ages, should know that their phones are
vulnerable to attack, and also know how to improve device
security. Because education is at the heart of security
awareness and capability (Siponen, 2018), it is imperative
for cyber security education to reach all of society and all
ages. Cyber security education has two elements: first
people need to become aware of the need to take
precautions, and then teachers need to impart the skills they
require to take the required precautions. We plan to assess
awareness, as an essential prerequisite to mastering cyber
security skills.

Materials and Methods

This research will employ a quantitative approach to
design a questionnaire-based survey aimed at collecting
data using an online method. The survey will assess
participants' level of cybersecurity education and
awareness, focusing on students attending tertiary
institutions in Nigeria. These students have been chosen
due to their active engagement with daily activities and
their potential future employment in various organizations.

The survey link will be disseminated specifically to
students of polytechnics in Nigeria. Based on the
aforementioned objectives, the questionnaire will be
formulated, and an online platform will be utilized for
students to access and complete the questionnaire. The
survey will consist of 15 primary questions, with response
options limited to "Yes,” "No," and "Maybe." Additionally,
five demographic questions will be included.

The estimated time for a participant to complete the survey
is around 15 to 20 minutes. The questions will be design to
provide answers to the objective of the paper, the key focus
area includes Basic knowledge of cybersecurity Trust,
Privacy, Password management, the desire to learn
cybersecurity and cybersecurity awareness program as a
course. The protocol of this questions was adopted based
on the study carried out by (Moallem, 2018; Al-Janabi &
Al-Shourbaji, 2016).

Method of data collection

The data collection method refers to the specific
procedures used to gather information for the study. In this
research, both primary and secondary methods of data
collection will be employed. Primary data will be gathered
through conducting in-depth interviews with selected
informants. Meanwhile, secondary data will be obtained

from various sources such as journals, magazines,
textbooks, newspapers, encyclopedias, previous theses,
seminar presentations, and other relevant secondary
sources. Additionally, information will be retrieved from
pertinent electronic websites and official documents from
international organizations. The utilization of the
secondary method will complement the primary method in
this study.

Results and Discussion

The link for the questionnaire was distributed and takes one
month for respondents to answer the questions before the
link was disabled. A total number of 400 students was
selected, with 40 students from different institutions that
filled the questions and all questions from each participant
was filtered to see if some questions were not answered or
left blank. Among the questions given a total number of
answers identified to be valid, analysis was conducted
using these samples.

The completed survey consists of demography data which
include age and gender were collected. Out of 400
responders, 18- 20 ages are 185 students, 21- 26 are 95
students, and 27 —31 are 120 respectively and in gender,
males are 280, and females are 120 and those that answered
prefer not to say are 8. From this analysis is shown most
responders are male and between the age of 26 to 31.

The questions for the survey are as follows:

1. Basic Knowledge about Cybersecurity

The question was asked, do you consider yourself
knowledgeable about the concept of cybersecurity, to
determine the basic knowledge of cybersecurity.
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Fig.01: Response on Cyber Security

Figure 1 shows the response on Q1, from this chart it shows
the number of students that have basic knowledge is 205
and 75 said No and others are not sure answered maybe
which is 48. This shows the majority of the students have
some basic knowledge about cybersecurity but few were
not sure about the concept of cybersecurity but when the
number of ‘no’ and ‘maybe’ are combined is 123 which is
more than half. This shows that there is a need to educate
the students on the concept of cybersecurity.

2. Desire to Learn Cybersecurity
This question was part of the objective to know if students
want to learn more about cybersecurity.
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Fig. 2: Response on Desire to Learn Cyber Security

Figure 2 shows the response on the question, a total of 235
students said yes, 39 said No, and 48 said maybe. This
result indicates the interest and needs for the students to
learn more about cybersecurity. This shows awareness is
highly needed.

3. Desire to have cyber security education as a course
The student was asked if they want cyber security
education as a course in their various institutions.
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Fig. 3: Response on Cyber Security Education

Figure 3 shows the response on the question: Desire to have
cyber security education as a course and wonderful result
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outcome on whether the students are willing to take
cybersecurity education as a course in their curriculum and
the result shows an impressive consensus. A total number
of 251 said yes 40 said no and 48 said may be this shows
that polytechnics are lacking cybersecurity education as a
course and this prompts to awareness of the NBTE.

4. Cybersecurity Awareness Program

This question was asked to know if the student have ever
attended any cyber security awareness program online or
physical in their various institutions.
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Fig. 4: Response on Cyber Security Awareness Program

Figure 3 shows the response on the question: have you
attended any cyber security awareness program and the
responses was not encouraging, 40 students said yes, and
about 255 students said no which indicate that there is need
for conducting cyber security awareness program to create
awareness to the student on the importance of cyber
security on our daily lives as we are in a digital world.

Conclusion and Future Works

In conclusion, cybersecurity education and awareness are
indispensable in today's digital age to secure people,
organizations, and their businesses from cyberattacks. By
increasing knowledge and understanding about cyber
threats and providing people with the tools to take
preventative measures. So, also cybersecurity education
can help minimize the risk of cyber-attacks as people will
be more aware about the cyber threats. Therefore,
cybersecurity education and awareness must remain a
paramount importance in both our personal and
professional lives to ensure the security and privacy of our
digital information.

For future work in this regard there is need to develop
framework that will help in creating awareness about cyber
security among students in tertiary institutions and
strategies to combat cyber-crimes in real time.
Furthermore, future research in this area additionally
should focus on development of real time cyber security
awareness, cyber-attack detection and mitigation.
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